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QUYETDINH
so KHOA HOC vA ~. nh Quy ch~ dam bao an toan, an ninh thong tin

A T~Itg"b¥t!.d9.ng' g dung cong ngh~ thong tin cua cac CO' quan nha mnrc
. CONG VAN DEN tren dja ban tinh Kon Tum
i s6M11-:-N ' _tl / I' Ir4fl[fI • . 9ay\)'.'\... . .10 •• /~ •• '0

UY BAN NHAN DAN TiNH KON TUM

Luat t6 chirc chinh quyen dia phuong ngay 19/6/2015;
Can ell' Lu~t Ban hanh van ban quy pham phap lu~t cua Hoi d6ng nhan

dan, Dy ban nhan dan ngay 03/12/2004;
Can ell' Nghi dinh s6 64/2007/Nf)-CP ngay 10/4/2007 cua Chinh phu vS

(Jng dung cong nghe thong tin trong heat d(>ngcua co quan nha mroc; Nghi dinh
s6 72/2013/Nf)-CP ngay 15/7/2013 cua Chinh phu vS quan ly, eung eftp, sir
dung dich V\1 Internet va thong tin tren mang; Quyet dinh s6 898/QD- TTg ngay
27/5/2016 cua Thu nrong Chinh phu phe duyet phirong huang nhiem V\1bao
dam an toan thong tin mang giai doan 2016-2020;

Can ell' Thong tu s6 23/20111TT-BTTTT ngay 11/8/2011 cua B(>Thong
tin va Truyen thong quy dinh vS vi~e quan ly, v~n hanh, su d\lng va bao dam an
tmln thong tin tren m~ng truySn s6 li~u ehuyen dung eua cae co quan Dang, Nha
nuae; Thong tu s6 27/20 111TT-BTTTT ngay 04/10/2011 eua B(>Thong tin va
TruySn thong quy dinh vS diSu ph6i cae ho~t d(>ngll'ng elru S\l' e6 m~ng Internet
Vi~tNam;

Xet dS nghi eua Giam d6e Sa Thong tin va TruySn thong t~i TO-trinh s6
377/TTr-STTTT ngay 19/5/2016,

QUYETDINH:

Di~u 1.Ban hanh kern thea QuySt dinh nay Quy ehS dam bao an toan, an
ninh thong tin trong ho~t d(>ngll'ng d\1ng eong ngh~ thong tin eua cae co quan
nha nuae tren dja ban tinh Kon Tum ..

Di~u 2. QuySt djnh nay co hi~u IlJe thi hanh sau 10 ngay, kS tiI ngay ky
ban hanh.

Di~u 3. Chanh Van phong Dy ban nhan dan tinh; Giam d6e Sa Thong tin
va TruySn thong; Thu truang cae sa,'ban, nganh eftp tinh; Chu tjeh Dy ban nhan
dan cae huy~n, thanh ph6; cae doanh nghi~p viSn thong, eong ngh~ thong tin
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tren dia ban tinh va Thu tnrong cac don vi co lien quan chiu trach nhiem thi
hanh Quyet dinh nay.!.

NO'inhp~:~
- Nhir Dieu 3;
- Van phong Chinh phu;
- Be}Thong tin va Truyen thong;
- C\lC kiBm tra van ban (Be}Tu phap);
- Thtrong tnrc Tinh uy;
- Thirong tnrc HDND tinh;
- Doan Dai bieu Qu6c he}itinh;
- UBMTTQVN tinh;
- CT, cac PCT UBND tinh;
- Chi C\lCVan thir- LUll trii' tinh Kon Tum;
- Bao Kon Tum, Dai PTTH Kon Tum; Cong
TTDTtinh;
- Luu: VT, KGVX2.

TM. UY BAN NH
cHiJ

Dao Xuan Qui
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UYBAN NHAN DAN
TiNHKONTUM

CONG HoA xA HOI CHU NGHiA VI~T NAM
DQc I~p - TV do - Hanh phuc

QUYCHE
v~dam bao an toan, an ninh thong tin trong hoat dQng ung dung cong
ngh~ thong tin ciia cac CO' quan nha mnrc tren dia ban Tinh Kon Tum

(Ban hanh kem thea Quyit dinh s6 ).Y..l2016IQD-UBND
ngay 4'1 thdng t ndm 2016 cua Uy ban nhdn ddn tinh Kon Tum)

ChU'O'DgI
QUY DJNH CHUNG

Diiu 1. Pham vi diiu chinh

1. Quy che nay quy dinh vS cong tac dam bao an toan, an ninh thong tin
trong hoat dQng irng dung cong nghe thong tin (CNTT) cua cac co quan nha
mroc tren dia ban tinh Kon Tum.

2. D6i voi hrc IUQ11gvii trang ngoai viec thirc hien cac quy dinh tai Quy
chS nay, cac quy dinh khac cua phap luat co lien quan con phai thuc hien thea
quy dinh cua nganh trong dam bao an ninh thong tin, bao m~t tren moi tnrong
mang,

Diiu 2. DBi tU'lng ap dung

1. Quy chS nay ap dung d6i voi cac co quan, dan vi tren dia ban tinh Kon
Tum, bao g3m:

a) Uy ban nhan dan tinh va cac cO'quan chuyen mon tr\fc thuQc;

b) Uy ban nhan dan cac huy~n, thanh ph6 va cac phong, ban chuyen mon
trvc thuQc;

c) Uy ban nhan dan cac xii, phuOng, thi tran;

d) Cac dan vi S\fnghi~p cong l~p; cac doanh nghi~p nha nuae tren dia ban
tinh;

d) Cae t6 ehue, ca nhan co lien quan khi tham gia sir d\lng h~ th6ng thong
tin eua cO'quan nha nuae, de giao tiSp, cung cap va trao d6i thong tin s6 vai cO'
quan nha nuae.

2. Can bQ, eong ehue, vien chue va nguai lao dQng dang lam vi~c t~i cac
dan vi quy dinh t~i Khoan 1DiSu nay.".

Diiu 3. Ml}c dich, nguyen tic dam bao aD toaD, aD DiDh thong tin

1.Vi~c ap dVng Quy ehS nay nh~m giam thieu du<,Yccae nguy cO'gay mdt
an toan thong tin va dam bao an ninh thong tin trong qua trinh Ung d\lng CNTT
trong ho~t dQng eua cac cO'quan.
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2. Cac hoat dQngirng dung CNTT phai tuan thea nguyen t~c dam bao an
toan thong tin diroc quy dinh tai DiSu 41, Nghi dinh 64/2007/ND-CP ngay
10/4/2007 cua Chinh phu vS irng dung CNTT trong hoat dQng cua co quan nha
mroc.

BiSu 4. Giii thich tir ngfr
Trong quy chSnay cac tir ngfr diroi day dtroc hi8u nhirsau:
1. An toan thong tin s6: Ia thuat ngfr dung dS chi viec bao v~ thong tin s6

va cac h~ thong thong tin chong lai cac nguy co tu nhien, cac hanh dQngtruy
c~p, sir dung, phat tan, pha hoai, sira d6i va pha huy bfithop phap nham bao dam
cho cac h~ thong thong tin thirc hien dung chirc nang, phuc vu dung d6i tuong
mot each s~n sang, chinh xac va tin c~y. NQi dung cua an toan thong tin mang
bao gdm bao v~ an toan m~ng va h~ tftng thong tin, an toan may tinh, dfr li~uva
(mg d\lng va djch V\lCNTT.

2. H~ th6ng thong tin: la mQt t~p hqp va kSt hqp cac phftn clIng, phftn
mSm, cac h~ th6ng m~ng truYSnthong duqc xay d1,l'llgva Slr d\lng d8 thu th~p,
t~o, tai t~o, phan ph6i va chia se cac dfr li~u, thong tin, tri thuc nhitm ph\lc Vl)
cho cac m\lCtieu cua t6 chilc.

3. An toan, an ninh thong tin: la dam bao thong tin duqc bao m~t, s~n
sang va toan vyn.

4. Tinh tin c~y: la dam bao thong tin chi co th8 duqc truy c~p boi nhfrng
nguai duqc cfipqUYSntruy c~p.

5. Tinh toan vyn: la bao v~ tinh chinh xac, tinh dfiy du cua thong tin va
cac phuong phap xir ly thong tin.

6. Tinh s~ sang: la dam bao nhling nguai duqc cfip quySn co th8 truy c~p
thong tin va cac tai li~u co lien quan ngay khi co nhu cfiu.

7. Log File: la mQtt~p tin duqc t~o ra boi mQtmay chu web ho~c may chu
proxy co chua tfit ca thong tin vS cac ho~t dQngtren may chu do.

8. Firewall (tuang lira): la rao ch~n (phftn c(mg, phftn mSm) duqc l~p ra
nhfun ki8m soat nguai dung m~ng Internet truy nh~p vao cac thong tin khong
mong mu6n va nguai dung tir ben ngoai truy nh~p trai phep thong tin trong
m~ng nQibQ.

? 9. Moi twang m~ng bao g6m: M~ng nQibQ (LAN); m~ng di~n rQngcua
Uy ban nhan dan tinh, cua nganh (WAN); m~ng truySn s6 li~u chuyen dung cua
cac cO' quan Dang, Nha nuac; m~ng rieng ao (VPN), m~ng Intranet; m~ng
Internet.

10. TCVN 7562:2005: Tieu chufinVi~tNam vS rna th\l'chfmh quan ly an
toan thong tin.

11. ~CVN ISO/IEC 27001:2009: Tieu chufinVi~tNam vS quan ly an tofm
thong tin so.
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Chuong II
QUY DJNH DAM BAo AN ToAN THONG TIN

Di~u 5. Di~u ki~n dam bao th1}'chi~n nhi~m VI}. an toan, an ninh thong
tin

1. Can bQ, cong chirc, vien chirc, ngiroi su dung h~ thong thong tin phai
n~m vilng cac kien tlnrc co ban, quy dinh phap lu~t va nQi quy cua co quan, dan
vi vS an toan, an ninh thong tin.

2. Cac co quan, dan vi, t6 chirc, doanh nghiep b6 tri can bQ phu trach
CNTT phai co chuyen nganh phu hQP va dU<JCdao tao, b6i du5ng kip thai vS
chuyen mon d6i voi linh VlJC an toan, an ninh thong tin. .

3. Xac dinh va uu tien phan b6 kinh phi can thiet cho cac hoat dQng
lien quan dSn viec bao v~ h~ thong thong tin, thong qua viec dau tu cac thiSt bi
nrong lira, cac chuang trinh chong thu rae, virus may tinh tren h~ thong may
chu, may tram va cac cong tac khac lien quan dSn viec bao dam an toan, an ninh
thong tin.

4. Can bQtham gia doan kiSm tra cong tac bao dam an toan, an ninh thong
tin phai dU<Jctrang bi day du nhiing kiSn thuc va dU<Jct~p hufin nghi~p V\l vS
cong tac an toan, an ninh thong tin thea yeu cau cong vi~c.

5. Cac cO'quan, dan vi c§p sa, ban, nganh, Uy ban nhan dan cac huy~n,
thanh ph6 phai xay dlJDg,ban hanh quy chS nQi bQ vS ba9, dam an toan, an ninh
thong tin; phai can cu cac nQi dung cua tieu chuAn TCvN 7562:2005 va TCVN
ISOIlEC 27001 :2009;

6. Duy tri va dam bao cong tac thea d6i, kiSm tra, th6ng ke, t6ng hQP, bao
cao dinh ky va dQt xufit; Co hinh thuc khen thuang ho~c xu ly kip thai thea quy
dinh.

Di~u 6. Quan Iy trang thi~t bi va h~ tAng cong ngh~ thong tin

1. D6i vOi phong may chu t~i Trung tam CNTT va TruySn thong tinh:

a) Cac thiSt bi m~ng quan tr<;mgnhu tuang lira (firewall), thiSt bi dinh
tuYSn (router), h~ th6ng may chu, ... phai dU<Jcd~t trong phong may chu va co
cac bi~n phap bao v~, ngan ch~ xam nh~p trai phep vao phong may chu. La khu
vgc h~n chS tiSp c~n va dU<JCl~p d~t h~ th6ng camera giam sat. Phong may chu
phai co h~ th6ng may phat di~n, h~ th6ng luu di~n du cong sufit dS dam bao duy
tri h~ th6ng thiSt bi va may chu dU<Jclien 1\lc.

b) Chi nhiing nguai co trach nhi~m thea quy dinh cua Thu truang cO'
quan m6i dU<JCphep vao phong may chu. Qua trinh vao, ra phong may chu phai
duQ'c ghi nh~n vao nh~t kY quan ly phong may chu.

c) B6 tri can bQco nang l\lc chuyen mon cao dS quan ly, v~n hanh phong
may chu va duy tri chS dQtqlC 2417 dS dam bao an toan thong tin m~ng.
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2. D6i voi may chu:

Cftu hinh may chu phai du manh dS dap irng cong viec, May chu cua cac
co quan chi dung dS trien khai phan mem h~ thong, cac du lieu hru tm cAn thiet
va cac phan mem chong virus, ngoai ra khong duqc cai them bftt cir phAn mem
khac.

3. D6i voi thiSt bi chong set, phong chay, chua chay:

Cac co quan phai l~p d~t thi~t bi chong set, trang bi thiet bi phong chay,
chua chay dS bao v~ cac h~ thong cong nghe thong tin.

4. D6i voi thiSt bi chuyen mach.

ThiSt bi chuyen mach mang tin hoc cua cac co quan phai dam bao kha
nang cung cftp cac chirc nang quan tri nham tang cuong dQ an toan va bao m~t
cho h~ thong m~ng nhu: Cung cftp kha nang tir ch6i cac k~t n6i khong mong
mU6n hay trai phep vao h~ th6ng va kh6ng ch~ s6 luqng k~t n6i vao h~ th6ng
m~ng nQi bQ thong qua thiSt bi chuySn m~ch. Phai co it nhftt 0 1 thi~t bi chuySn
m~ch h6 trQ' dinh tuy~n IP cho m6i m~ng nQi bQ, h6 trQ' chuc nang di~u khiSn
truy c~p, chuc nang xac thgc thi~t bi, xac thgc nguai sir d\lng va chuc nang bao
m~t quan tri m~ng.

5. D6i vai Tuang lua (Firewall):

Cac co quan phai xay dlJIlg tuang Iua dam bao cac yeu cfru g6m kha nang
xir Iy duqc s6 luqng kSt n6i d6ng thai cao va chiu duqc thong luqng cao, h6 trQ'
cac cong ngh~ m~ng rieng ao thong dl)llg va co phfrn cUng rna hoa tich hQ'PdS
tang kha nang rna hoa du li~u, cung cftp dfry du cac co chS bao m~t co ban, quan
ly luang dfr li~u ra, vao va co kha nang bao v~ h~ th6ng truac cac lo~i tftn cong
tir ch6i dich Vl).

6. Trong qua trinh dfru tu mua s~m trang thi~t bi CNTT, cac phftn m~m
Ung d\lng di kern cAn luu y d~n xu~t xu hang hoa dS dam bao an toan, an ninh
thong tin m~ng.

I).;. 7 Q d· h;' .. t· h;' ;. , dleu • uy !n ve quan r! P an mem U'ng lJng

1. Qmln ly Uti nguyen: Can bQ quim tri m~ng co trach nhi~m kiSm tra,
giam sat chuc nang chia se thong tin; t6 chuc c~p phat tai nguyen tren may chu
thea danh m\lc thu m\lc cho tUng phonglban; khuySn cao nguai dung can nh~c
vi~c chia se tai nguyen C\lCbQtren may dang su d\lng, tuy~t d6i khong duQ'cchia
se toan bQ6 cUng. Khi thgc hi~n chia se tai nguyen tren may chu ho~c tren may
c\lc bQphai su d\lng m~t khftu dS bao v~ thong tin.

2. Quan ly dang nh~p h~ th6ng: Cac h~ th6ng thong tin cAngiai h~n s6 lfrn
dang nh~p vao h~ th6ng. H~ th6ng tl)' d(>ngkhoa tai khoan ho~c co l~p Utikhoan
k?i lien t\lCdang nh~p sai vuqt qua s6 Ifrnquy dinh. T6 chuc thea d5i, gi~m sat
tat ca cac phuong ti~n dang nh~p tir xa; yeu cau nguai su d\lng d~t m~t khau vai
d9 an toan cao, giam sat, nh~c nha, khuySn cao nen thay d6i m~t khftu thuang
xuyen.
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3. Quan ly tai khoan: Cac tai khoan va dinh danh nguoi dung trong cac h~
thong thong tin, bao g6m: Tao moi, kich hoat, sua d6i va loai bo cac tai khoan,
d6ng thai t6 chirc kiem tra cac tai khoan cua h~ thong thong tin it nhAt 6
thang/lan thong qua cac cong cu cua h~ thong, Huy tai khoan, quyen truy c~p h~
thong dBi voi can bQ, cong chirc da chuyen cong tac hoac thoi viec,

4. Quan ly nh~t ky (log file): H~ thong thong tin phai ghi nhan cac su kien
nhu: Qua trinh dang nhap VaGh~ thong, cac thao tac cdu hinh h~ thong. Thirong
xuyen kiem tra, sao hru cac log file thea tirng thang d~ hru v~t thea d5i, xac dinh
nhimg su kien da xay ra cua h~ thong va h~n ch~ vi~c tran log file gay anh UOng
d~n ho~t dQng cua h~ thBng.

5. Phong chBng rna dQc, virus: Tren cac may chu, cac thi~t bi di dQng
trong m~ng va h~ th6ng thong tin phai cai d~t phAn mSm ch6ng virus, thu rac
phu hgp d~ phat hi~n, lo~i tm rna dQc, virus va cai d~t cac phAn mSm nay tren
may tr~.r:n.

6. Quan ly cai d~t: Can bQ, cong chuc, vien chuc khong dugc tg y cai d~t
them chuang trinh khac tren may tinh ca nhan nh~m tranh SlJ lay Ian cua virus.
Can bQ chuyen trach CNTT co trach nhi~m kiSm tra, cai d~t va chiu trach nhi~m
vS muc dQ an toan, bao m~t cae phAn mSm lIng d\lng ph\lc V\l cong tac chuyen
nganh t~i cac may tinh cong V\l eua can bQ, cong chuc, vien chuc.

7. Xung dQt phAn mSm: Trong qua trinh thi~t k~, nang cfip cac phAnmSm
chuyen nganh phai dam bao tuang thich va tich hgp dugc vai cac phAn mSm
dung chung dam bao tranh dugc cac xung dQt va gay mAtan toan thong tin.

Di~u 8. Bao v~ bi m,t oba oU'O'ctroog ho~t dQog ung d1}ogCNTT

1.Quy dinh vS so~n thao, in fin, phat hanh va sao ch\lp tai li~u m~t:

a) Khong dugc Slr d\lng may tinh n6i m~ng internet d~ so~n thao van ban,
chuy~n giao, lUlltrfr thong tin co nQi dung thuQc bi m~t nha nuac; cung cfip tin,
tai li~u va dua thong tin bi m~t nha nuac tren C6nglTrang thong tin di~n tu.
, b) Khong dugc in, sao ch\lp tai li~u bi m~t nha nuac tren cac thi~t bi k~t

noi m~ng internet.

2. Khi sua chua, kh~c ph\lc cac SlJ cB cua may tinh dung so~ thao van
bim m~t, cac co quan phai bao cao cho co quan co th~m quySn. Khong dugc cho
phep cac cong ty tu nhan ho~c nguai khong co trach nhi~m trgc ti~p sua chua,
xu ly, kh~c ph\lc sg c6.

3. Truac khi thanh ly cae may tinh trong cac co quan nha nuac, can bQ
ph\l trach CNTT phai dung cae bi~n phap ky thu~t xoa b6 vinh viSn du li~u
trong 6 clIng may tinh.

Di~u 9. Quan Iy, v,n banh h~ thBog thong tio eua dan vi

. 1. H~ th6ng thong tin cua cac co quan, dan vi phai co cO'ch~ sao lUll du
li~u a muc h~ thfmg, du li~u cua cac lIng d\lng, du li~u cua nguai su d\lng; cO'
ch~ sao lUll du li~u phai dugc thgc hi~n thuang xuyen; thi~t bi lUll trfr du li~u
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duoc sao hru phai dam bao yeu c~u ky thuat; dfr lieu diroc sao hru phai dam bao
tinh s~n sang va toan ven dap irng yeu c~u phuc h6i dfr lieu cho h~ th8ng thong
tin hoat dQng binh thirong khi co S\1c8 xay ra.

2. H~ thong thong tin cua cac cc quan, dan vi phai diroc trien khai co chS
bao m~t, an toan thong tin bang cac thiet bi ph~n cirng va phdn mem phu hQ'P
voi quy mo cua dan vi.

·3. H~ thong thong tin cua dan vi phai diroc trien khai chirc nang giam sat
truy c~p tir ngoai vao h~ thong, tir h~ thong gui ra ben ngoai; ghi lai nhat ky (log
file) ra, vao h~ thong dS phuc vu cong tac khac phuc S\1c8, di@utra, phan tich va
lam ro cac nguy co gay ra m~t an toan, an ninh thong tin; chirc nang khong cho
nguai dung truy c~p mQt s6 website khong phu hqp voi quy dinh hi~n hanb.

4. H~ th6ng m~ng khong day (wireless) cua cac cO'quan, dan vi phai dugc
thiSt l~p khoa khi truy c~p t8i thiSu 8 ky t\1.

5. M~ng rieng ao (VPN) cua cac cO'quan, dan vi kSt n6i dS truy c~p vao
h~ th6ng thong tin phai dugc bao rn~t; quan ly va kiSrn soat ch~t che cac kSt n6i;
huy bo kSt nBi khi khfmg con sir d\lng.

6. T~t ca cac tai khoan truy c~p vao h~ th6ng may chu, thiSt bi m~ng, may
tinh, cac Ung d\lng phai dugc thiSt l~p m~t khftu; m~t khftu phai duQ'c d~t a muc
bao m~t cao (s6 /u(rng IcY tlJ va n6i dung eua mq,t khdu); m~t khftu co t8i thiSu 6
Icy t\1 bao g6m chfr hoa, chfr thu6ng, chfr s6 va kY t\1 d~c bi~t; phai thuOng xuyen
thay d6i m~t khftu voi t~n su~t phti hQ'P;danh sach tai khoan phai duQ'c quan ly,
kiSm tra va c~p nh~t kip thai; quy@ntruy c~p cua tai khoan phai duQ'c thiSt l~p
phti hqp cho timg d6i tugng.

I)i~u 10. Quy~n h~n, nhi~m VI}cua can bQ phI} trach CNTT eua cO'
quan, dO'nvi, ta chue, doanh nghi~p

1.Bugc dam bao di@uki~n v@dao ~o, b6i duOng, h9C~p, nghien Clm, tiSp
thu kiSn thuc, kY thu~t va cong ngh~ m&i d6i v&i linh V\ICan tooo, an ninh thong
tin.

2. Quan ly ch~t che vi~c di chuySn cac trang thiSt bi CNTT luu trfr cac
thong tin thuQc danh m\lCbi m~t nha nu&c.

3. Th\1c hi~n c~p phat, thu h6i, c~p nh~t va quan ly t~t ca cac tai khoan
truy c~p van h~ th8ng thong tin cua dan vi; huang d~n nguai sir d\lng thay d6i
m~t khftu ngay sau khi dang nh~p l~n dAu tien; bao v~ thong tin cua tai khoan
thee quy dinh.

4. TriSn khai ap d\lng cac giai phap t6ng thS dam bao an toan, an ninh
thong tin m~ng trong toan h~ th6ng; triSn khai cac giai phap kY thu~t phong
chAng virus, rna dQc h~i, thu rac cho h~ th6ng va may tinh ca nhan; kiSm soat va
co giai phap Icy thu~t ch6ng truy c~p trai phep van h~ th6ng thong tin.

5. ThuOng xuyen c~p nh~t cac ban va 16i d6i voi h~ th6ng, c~p nh~t cac
phi en ban m&id6i v6i chuang trinh ch6ng virus.
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6. Thirong xuyen sao hru du lieu thea quy dinh; kiem tra du lieu sao hru
phai dam bao tinh s~il sang, tin c~yva toan ven.

7. Thuong xuyen thuc hien phan tich, danh gia va bao cao cac nri ro va
nguy co gay m~t an toan, an ninh thong tin d6i voi h~ thong thong tin cua dan
vi; nguyen nhan gay ra cac rui ro va nguy co gay m~t an toan, an ninh thong tin
mang bao gAm:Hien tuong nr nhien (nhiet dQ,khong khi, mua bao, set), truy
c~p trai phep, virus, c6 y lam thay d6i thong s6 c~u hinh h~ thong va pha huy du
lieu, DAngthai tham rmru va xay dung phuong an han che, kh~c phuc cac rui ro
va nguy co co thS xay ra.

Chuong III
TRACH NHI~M BAM BAo AN ToAN; AN NINH THONG TIN M~NG

Bi~u 11. Trach nhi~m ella cac cooquan, don vi
1. Nguoi dirng d~u cac co quan, dan vi, dja phirong chiu trach nhiem

trong cong tac dam bao an toan, an ninh thong tin d6i vai toan bQh~ th6ng
thong tin m~ngcua co quan, don vi, dia phuong minh.

2. Thgc hi~n va chi d~o can bQ,cong chuc thuQcth~m quy~n quim ly thgc
hi~n nghiem tuc Quy dinh nay.

3. T~o di~u ki~n thu~n 19icho can bQph\l treichv~ CNTT dugc dao t~o,
b6i duang chuyen mon trong linh vgc an toan, an ninh thong tin m~ng.

4. Quan tam d~u tu cac thiSt bi ph~n cUng,ph~ m~m lien quan dSn cong
tac dam bao an toan, an ninh thong tin.

5. Khi co sg c6 ho~c nguy co m~t an toan, an ninh thong tin m~ngphai chi
d~o kh~c ph\lc sg c6 kip thai va h~n chS thfrpnh~t muc thi~t h~i co thS xay ra,
uu tien sir d\lng 19c lugng ky thu~t t~i ch3 cua don vi minh, dAngthai l~p bien
ban va bao cao b~g van ban cho co quan co lien quan.

6. T~odi~u ki~n thu~ 19icho cac co quan chuc nang trong cong tac di~u
tra, him ro nguyen nhan gay ra sg c6; 19c lugng kY thu~t tham gia kh~c ph\lc sg
c6 thgc hi~n dung thea huang dfu1chuyen mon cua Sa Thong tin va Truy~n
thong.

Bi~u 12. Traeh nhi~m ella SO-Thong tin va Truy~n thong

1. Chiu trach nhi~m tofm di~n truac Uy ban nhan dan tinh v~ cong tac
dam bao an toim, an ninh thong tin trong ho~t dQngUngd\lng CNTT cua cac co
quan nha nuac tren ph~mvi toan tinh.

2. Chu tri, ph6i hgp vai cac dan vi lien quan tham mUllUy ban nhan dan
tinh ban hanh:

a)Van banchi d~o,kSho~ch,d~an nhfun dam bao an toan, an ninh thongtin.
b) Xay dlJIlgtieu chu~n danh gia muc dQan toan, an ninh thong tin d6i

v6i h~ th6ng thong tin cua cac dan vi.
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c) Xay dung Danh muc cac loai phdn mem diroc phep trien khai cai d~t tai
Trung tam dfr li~u (tlijt tai Trung tam Cong nghe thong tin va Truyen thong) dS
dam bao su dung H~ t§.ng chung chung va CO' sa dfr li~u t~p trung. Danh muc
cac ph§.nmSm chuyen nganh, phk mSm thuong mai diroc phep cai d~t tren may
tinh cua can be), cong chirc, vien chirc dS dam bao an toan, an ninh thong tin va
tiSt kiem ngan sach nha mroc.

d) Xay dung Quy dinh danh muc cac phan mSm bit buoc v~n hanh trong
h~ thong mang WAN cua tinh va danh rnuc nhfrng phan mem co thS trien khai
tren h~ thong mang Internet.

d) Thanh l~p doan kiem tra lien nganh vS dam bao an toan, an ninh thong
tin mang trong hoat dong irng dung cong nghe thong tin trong cac cO'quan nha
nuac.

3. Hang nam, t6 chuc dao t~o chuyen sau vS an toan, an ninh thong tin
m~ng cho l\fc lugng dam bao an toan, an ninh thong tin m~ng cua cac co quan,
dan vi.

4. Th\fc hi~n nhi~m V\l canh bao vS nguy co ho~c S\f c6 m~t an toan, an
ninh thong tin.

S. T6 chuc He)inghi, He)ithao chuyen dS v@an toan, an ninh thong tin.

6. Ph6i hgp vai Trung tam Ung cUu khfin c~p may tinh Vi~t Nam
(VNCERT) va cac dan vi co lien quan trong th\fc hi~n nhi~m V\l dam bao an
toan, an ninh thong tin m~ng.

7. Ph6i hgp vai Cong an tinh va cac cO'quan, dan vi co lien quan t6 chuc
doan ki~m tra vS an toan, an ninh thong tin m~ng d~ kip thai phat hi~n, xu ly cac
hanh vi vi ph~m theo thfim quYSnquy dinh.

S. Chu dQng huang d~n cac cO'quan, dan vi xay dvng quy chS nQi be), h6
trg Icy thu~t, ne)i dung, thai gian bao cao cong tac dam bao an toan, an ninh
thong tin.

9. T6ng hgp bao cao va thong bao v@tinh hinh an toan, an ninh thong tin
m~ng thea dinh ky cho Be)Thong tin va Truy@nthong, Uy ban nhan dan tinh va
cac cO'quan, dan vi co lien quan.

10. T6 chilc th\fc hi~n vi~c tiSp nh~ va xu ly, khic ph\lc cac S\f c6 v@an
toan, an ninh thong tin. C\l thS:

a) QuySt dinh toan di~n v@m~t Icy thu~t d6i vai cac cO'quan, dan vi trong
qua trinh kh~c ph\lc S\fc6 v@an toan, an ninh thong tin.

b) Chi d~o cac dan vi tf\ICthue)c nhanh ch6ng h6 trq, ph6i hgp va huang
dftn cac co quan, dan vi khic ph\lc S\f c6 m~t an toan, an ninh thong tin.

c) Yeu c§.ungung ho~t de)ng mQt ph§.n ho~c toan be) cac h~ th6ng thong
tin cua cac cO'quan, dan vi nh~m ph\lc V\l cong tac khic ph\lc S\f c6 vS an toan,
an ninh thong tin.
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~) P~di hop voi Cong an tinh trong diSu tra lam ro cac nguyen nhan gay
ra SlJco mat an toan, an ninh thong tin.

d) Trong tnrong hQ1JSlJ cd xay ra co pham vi rQng, anh huang va lien
quan den.nhieu nganh, nhieu Iinh VlJCphai thong bao khan e~p va xin y kiSn chi
dao cua Uy ban nhan dan tinh, BQThong tin va Truyen thong.

f)i~u 13. Trach nhi~m ciia Cong an tinh

1.Tham rmru cho e~p uy, lanh dao cac co quan Bang, Nha mroc tren dia
ban tinh Kon Tum cong tac chi dao, t6 chirc trien khai, thuc hien cac Chi thi,
Nghi quyet cua Bang, phap lu~t cua Nha mroc vS cong tac dam bao an toan, an
ninh thong tin mang,

2. Chu tri, phdi hop voi Sa Thong tin va Truyen thong va cac co quan,
dan vi co lien quan xay dung kS hoach va chiu trach nhiem kiem soat, phong
ngira, d~u tranh, ngan chan cac lo?i tQi ph?m lQ'id\1ng h~ thdng thong tin gay h~i
dSn an toan, an ninh thong tin trong co quan nha nu6c. Ph6i hgp v6i cac co quan
chue nang trong trao d6i bi~n phap ky thu~t, kiSm tra, danh gia nh~m dam bao
an toan, an ninh thong tin.

3. Tang cUOng cong tac phong ngira, phat hi~n va tuyen truySn, ph6 biSn
phap lu~t vS xu ly tQi ph?m trong vi~c dam bao an toim, an ninh thong tin. BiSu
tra va xu ly eac tWOng hQ'Pvi ph?m phap lu~t vS an toan, an ninh thong tin thea
thAm quySn.

4. ThlJc hi~n nhi~m V\1bao v~ an toan cac cong trinh quan trQng vS an
ninh qu6c gia trong linh v\1'eCNTT tren dia ban tinh. ..'

f)i~u 14. Trach nhi~m cua can bQ, cong chuc, vien chuc va ngU'o; lao
dQng t~i cac cO'quan, dO'nvi

1. Trach nhi~m cua can bQehuyen traeh eong ngh~ thong tin:

a) Chiu traeh nhi~m triSn khai cac bi~n phap quan ly v~n hanh, quan ly ky
thu~t va tham muu xay d\l'11gcae quy dinh vS dam bao an toan, an ninh thong tin
m?ng cho toan bQ h~ th6ng thong tin cua dan vi mlnh dung thea nQi dung Quy
dinh nay.

b) Chu dQng ph6i hQ'PVGica nhan, dan vi co lien quan trong vi~c kiSm
tra, phat hi~n va kh~c ph\1c S\1'c6 v~ an toan, an ninh thong tin.

c) Tuan thu thea S\1'huang d~n kY thu~t eua Sa Thong tin va TruySn thong
trong qua trinh kh~c ph\1e S\1'e6 vS an toan, an ninh thong tin. Khi phat hi~n h~
th6ng nQi bQbi t~n cong, thong qu~ cac d~u hi~u nhu lu6!lg tin (trafrc) tang len
b~t nga, nQi dung bi thay d6i, h~ thong ho~t dQng ch~m bat thuOng can th\1'ehi~n
cae bUGCco ban sau:

Bu6c 1:Ng~t kSt n6i may ehu ra kh6i m?ng;

Bu6c 2: Sao chep nh~t kY (log file) va toan bQ da li~u cua h~ th6ng ra
thiSt bi luu tra;
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Buoc 3: Khoi phuc lai h~ thong bang each chuyen du lieu sao luu moi
nhfit dBh~ th6ng hoat dQng trc lai binh thirong.

L~p bien ban ghi nhan S\I c6 gay ra mfit an toan, an ninh thong tin d?i v~i
h~ thong thong tin cua co qU!ln,~an vi; d?ng thai thu th~p cac ~h(rng cir, d.auv~t
va nguyen nhan gay ra S\I co (neu co); dong thai bao cao S\I co va ket qua khac
phuc S\Ic6 cho Thu tnrong co quan, dan vi,

d) Trong tnrong hop phat hien sir c6 xay ra ngoai kha nang giai quyet cua
co quan (H~ thong luu trfr tai Trung tam Thong tin dfr li~u dien nr), dan vi phai
bao cao ngay cho co quan cfip tren quan ly tnrc tiSp va Sa Thong tin va Truyen
thong dB duoc h6 tro, huang dfin va ph6i hop khac phuc str c6; d6ng thai tham
rmru van ban bao cao s\!' c6 gui Sa Thong tin va TruySn thong, Cong an tinh va
cac dan vi co lien quan.

2. Trach nhi~m cua can bQ, cong chuc, vien chuc va nguai lao dQng tham
gia su d\lng va khai thac h~ th6ng thong tin:

a) Nghiem tuc ehfip hanh cae quy dinh, quy trinh nQi bQ, Quy chS nay va
cac quy dinh khae eua phap lu~t vS an toan thong tin. Chiu trach nhi~m dam bao
an toan thong tin trong ph~m vi traeh nhi~m va quySn h~n duQ'cgiao

b) Quan ly eh~t ehe vi~e di ehuYBn cac trang thiSt bi CNTT luu tru cae
thong tin thuQc danh m\lc bi m~t nha nuac.

c) Khi phat hi~n nguy co ho~c s\!' c6 mfit an toan, an ninh thong tin m~ng
phai bao eao kip thai cho can bQ ehuyen trach CNTT cua dan vi minh dB kip
thai ngan ch~n va xu lY. Ph6i hgp tich C\ICtrong su6t qua trinh giai quySt va
kh~e ph\lC S\Ie6.

f)i~u 15. Traeh nhi~m ella cae doanh nghi~p eung eip h~ tAng m~ng
va dieh vu Internet.. .

Cac doanh nghi~p cung cAph~ t~ng m~ng viSn thong va dich V\l internet
phai thiSt l~p d~u m6i lien l~c dB ph6i hgp va tuan thu vi~c diSu ph6i eua co
qu~n chue nang va tham gia vao cong tac irng eUu, kh~c ph\lc S\I c6 eho h~
thong thong tin quan trQng cua tinh.

ChU'O'ngIV
TO CHUC THUC HIEN. .

Di~u 16. Cong tae ki~m tra, ghim sat

1. Hang nam, Sa Thong tin va TruySn thong chu tri, ph6i hQ'Pvai Cong an
tin.h va cae dan vi co lien quan tham muu Uy ban nhan dan tinh thanb l~p doan
kiem, tra, giam sat tinh hinh th\le hi~n eong tac dam bao an toan, an ninh thong
tin doi vai cae dan vi, dia phuong thea quy dinh. D6ng thai, tiSn hanh kiBm tra
dQt xuAt eac co quan, dan vi khi phat hi~n co dAu hi~u vi ph~m an toan, an ninh
thong tin thea dung quy dinh cua phap lu~t.
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2. Cong an tinh cu can bQph6i hQ'P,tham gia doan kiem tra, danh gia cong tac
dambao an toan, an ninh thong tin mang trong cac co quan, dan vi; diSutra va xu ly
cac tnrong hQ'Pvi pham cac quy dinh vS an toan, an ninh thong tin mang theo thfun,
quyen;

3. Cac co quan lien quan duoc moi tham gia doan kiem tra: Cir can bQco
chuyen mon vS cong nghe thong tin tham gia doan kiem tra do Sa Thong tin va
Truyen thong t6 chirc; phoi hop voi doan kiem tra xay dung cac tieu chi va quy
trinh ky thuat kiem tra cong tac dam bao an toan, an ninh thong tin.

4. Cac dan vi, dia phirong chu dQng tiSn hanh kiem tra va bao cao khi
phat hien co dAuhieu vi pham phap luat vS an toan, an ninh thong tin trong h~
thdng thong tin cua dan vi thuoc quyen quan ly theo dung quy dinh cua phap
lu~t.

J)i~u 17. Khen thufrng va xu ly vi pham
1. H~ng nam, Sa Thong tin va TruySn thong dl,!atren cac diSu tra, bao cao

cong tac an toan, an ninh thong tin cua cac co quan, dan vi dS xac l~p bang xSp
h~ng an toan, an ninh thong tin, tren co sa do dSxuAtUy ban nhan dan tinh xem
xet khen thuang theo quy dinh hi~nhanh.

2. Cac co quan, dan vi co hanh vi vi ph~ Quy chS nay tuy theo tinh ch~t,
muc dQvi ph~m rna bi xu ly theo quy dinh cua phap lu~t hi~n hanh.

Di~u 18. I>i~ukhmin thi himh
1.Thu truang cac Sa, Ban, Nganh; Chu tich Uy bap nhan dan cac huy~n,

thanb phd chiu trach nhi~m t6 chuc triSn khai thl,!c hi~~ Quy chS t~i dan vi
minh.

2. S6 KS ho~ch va Dau tu, S6 Tai chinh ph6i hgp Sa Thong tin va TruySn
thong uu tien bd tri kinh phi th\lc hi~n cac nhi~m Vl,l dam bao an toan thong tin
cua tinh.

3. Trong qua trinh thl,!Chi~n, nSu co nhfrn&v~n dS c~n ~ua d6i, b6 sun~,
dS nghi cac dan vi glii vS Sa Tho~g tin va Truyen thong de tong hgp, bao cao
Uy ban nhan dan tinh xem xet, quyet dinh'/.~

TM. UYBAN
CH"

Dao Xuan Qui
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